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QUESTION 1 
A server administrator needs to harden a server by only allowing secure traffic and DNS inquiries. A port scan reports 
the following ports are open: 
 

A. 21 

B. 22 

C. 23 

D. 53  

E. 443 

F. 636 

 
Answer: D 
Explanation: 
https://tools.cisco.com/security/center/resources/dns_best_practices 
 
QUESTION 2 
Which of the following open ports should be closed to secure the server properly? (Choose two.) 
 

A. 21 

B. 22 

C. 23 

D. 53 

E. 443 

F. 636 

 
Answer: CD 
Explanation: 
https://www.csoonline.com/article/3191531/securing-risky-network-ports.html 
 
QUESTION 3 
Which of the following must a server administrator do to ensure data on the SAN is not compromised if it is leaked? 
 

A. Encrypt the data that is leaving the SAN 

B. Encrypt the data at rest 

C. Encrypt the host servers 

D. Encrypt all the network traffic 

 
Answer: B 
 
QUESTION 4 
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Users in an office lost access to a file server following a short power outage. The server administrator noticed the 
server was powered off. Which of the following should the administrator do to prevent this situation in the future? 
 

A. Connect the server to a KVM 

B. Use cable management 

C. Connect the server to a redundant network 

D. Connect the server to a UPS 

 
Answer: D 
 
QUESTION 5 
Which of the following describes the installation of an OS contained entirely within another OS installation? 
 

A. Host 

B. Bridge 

C. Hypervisor 

D. Guest 

 
Answer: C 
 
QUESTION 6 
A server technician is installing a Windows server OS on a physical server. The specifications for the installation call for 
a 4TB data volume. To ensure the partition is available to the OS, the technician must verify the: 
 

A. hardware is UEFI compliant 

B. volume is formatted as GPT 

C. volume is formatted as MBR 

D. volume is spanned across multiple physical disk drives 

 
Answer: A 
 
QUESTION 7 
An administrator is configuring a server that will host a high-performance financial application. Which of the following 
disk types will serve this purpose? 
 

A. SAS SSD 

B. SATA SSD 

C. SAS drive with 10000rpm 

D. SATA drive with 15000rpm 

 
Answer: A 
Explanation: 
https://www.hp.com/us-en/shop/tech-takes/sas-vs-sata 
 
QUESTION 8 
Which of the following DR testing scenarios is described as verbally walking through each step of the DR plan in the 
context of a meeting? 
 

A. Live failover 

B. Simulated failover 

C. Asynchronous 

D. Tabletop 

 
Answer: A 
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QUESTION 9 
When configuring networking on a VM, which of the following methods would allow multiple VMs to share the same 
host IP address? 
 

A. Bridged 

B. NAT 

C. Host only 

D. vSwitch 

 
Answer: B 
Explanation: 
https://www.virtualbox.org/manual/ch06.html 
 
QUESTION 10 
A technician recently upgraded several pieces of firmware on a server. Ever since the technician rebooted the server, it 
no longer communicates with the network. Which of the following should the technician do FIRST to return the server to 
service as soon as possible? 
 

A. Replace the NIC 

B. Make sure the NIC is on the HCL 

C. Reseat the NIC 

D. Downgrade the NIC firmware 

 
Answer: D 
 
QUESTION 11 
A server administrator has noticed that the storage utilization on a file server is growing faster than planned. The 
administrator wants to ensure that, in the future, there is a more direct relationship between the number of users using 
the server and the amount of space that might be used. Which of the following would BEST enable this correlation? 
 

A. Partitioning 

B. Deduplication 

C. Disk quotas 

D. Compression 

 
Answer: C 
 
QUESTION 12 
A server administrator needs to keep a copy of an important fileshare that can be used to restore the share as quickly 
as possible. Which of the following is the BEST solution? 
 

A. Copy the fileshare to an LTO-4 tape drive 

B. Configure a new incremental backup job for the fileshare 

C. Create an additional partition and move a copy of the fileshare 

D. Create a snapshot of the fileshare 

 
Answer: D 
 
QUESTION 13 
Which of the following can be BEST described as the amount of time a company can afford to be down during recovery 
from an outage? 
 

A. SLA 

B. MTBF 

C. RTO 
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D. MTTR 

 
Answer: C 
Explanation: 
https://whatis.techtarget.com/definition/recovery-time-objective-RTO 
 
QUESTION 14 
Which of the following actions should a server administrator take once a new backup scheme has been configured? 
 

A. Overwrite the backups 

B. Clone the configuration 

C. Run a restore test 

D. Check the media integrity 

 
Answer: D 
 
QUESTION 15 
A systems administrator is performing maintenance on 12 Windows servers that are in different racks at a large 
datacenter. Which of the following would allow the administrator to perform maintenance on all 12 servers without 
having to physically be at each server? (Choose two.) 
 

A. Remote desktop 

B. IP KVM 

C. A console connection 

D. A virtual administration console 

E. Remote drive access 

F. A crash cart 

 
Answer: AB 
Explanation: 
https://www.blackbox.be/en-be/page/27559/Resources/Technical-Resources/Black-Box-Explains/kvm/ Benefits-of-
using-KVM-over-IP 
 
QUESTION 16 
A server administrator is experiencing difficulty configuring MySQL on a Linux server. The administrator issues the 
getenforce command and receives the following output: 
># Enforcing 

Which of the following commands should the administrator issue to configure MySQL successfully? 
 

A. setenforce 0 

B. setenforce permissive 

C. setenforce 1 

D. setenforce disabled 

 
Answer: A 
Explanation: 
https://blogs.oracle.com/mysql/selinux-and-mysql-v2 
 
QUESTION 17 
Which of the following backup types only records changes to the data blocks on a virtual machine? 
 

A. Differential 

B. Snapshot 

C. Incremental 

D. Synthetic full 
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Answer: C 
Explanation: 
https://searchdatabackup.techtarget.com/definition/incremental-backup 
 
QUESTION 18 
Which of the following server types would benefit MOST from the use of a load balancer? 
 

A. DNS server 

B. File server 

C. DHCP server 

D. Web server 

 
Answer: D 
Explanation: 
https://www.dnsstuff.com/what-is-server-load-balancing 
 
QUESTION 19 
A company uses a hot-site, disaster-recovery model. Which of the following types of data replication is required? 
 

A. Asynchronous 

B. Incremental 

C. Application consistent 

D. Constant 

 
Answer: B 
 
QUESTION 20 
A technician is unable to access a server's package repository internally or externally. Which of the following are the 
MOST likely reasons? (Choose two.) 
 

A. The server has an architecture mismatch 

B. The system time is not synchronized 

C. The technician does not have sufficient privileges 

D. The external firewall is blocking access 

E. The default gateway is incorrect 

F. The local system log file is full 

 
Answer: AB 
 
QUESTION 21 
A server administrator was asked to build a storage array with the highest possible capacity. Which of the following 
RAID levels should the administrator choose? 
 

A. RAID 0 

B. RAID 1 

C. RAID 5 

D. RAID 6 

 
Answer: A 
Explanation: 
https://www.thinkmate.com/inside/articles/what-is-raid 
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