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QUESTION 22
A technician needs to deploy an operating system that would optimize server resources. Which of the following server
installation methods would BEST meet this requirement?

Full

Bare metal
Core

GUI

o0w»

Answer: C
Explanation:
https://docs.microsoft.com/en-us/windows-server/administration/performance-tuning/hardware/

QUESTION 23

A company's IDS has identified outbound traffic from one of the web servers coming over port 389 to an outside
address. This server only hosts websites. The company's SOC administrator has asked a technician to harden this
server. Which of the following would be the BEST way to complete this request?

Disable port 389 on the server
Move traffic from port 389 to port 443
Move traffic from port 389 to port 637
Enable port 389 for web traffic

o0w»

Answer: C

Explanation:

https://www.auditmypc.com/tcp-port-637.asp

https://docs.microsoft.com/en-us/answers/QUESTION NO:s/66908/is-port-389-on-ad-in-anyway-used-or-required-
when.html

QUESTION 24
Which of the following would be BEST to help protect an organization against social engineering?

More complex passwords

Recurring training and support

Single sign-on

An updated code of conduct to enforce social media

00>

Answer: D

QUESTION 25
A technician is connecting a server's secondary NIC to a separate network. The technician connects the cable to the
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switch but then does not see any link lights on the NIC. The technician confirms there is nothing wrong on the network
or with the physical connection. Which of the following should the technician perform NEXT?

A. Restart the server

B. Configure the network on the server
C. Enable the port on the server

D. Check the DHCP configuration
Answer: C

QUESTION 26

Which of the following would MOST likely be part of the user authentication process when implementing SAML across
multiple applications?

SSO
LDAP
TACACS
MFA
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Answer: A
Explanation:
https://www.onelogin.com/learn/how-single-sign-on-works

QUESTION 27
A server administrator needs to check remotely for unnecessary running services across 12 servers. Which of the
following tools should the administrator use?

DLP

A port scanner
Anti-malware
A sniffer
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Answer: B
Explanation:
https://www.getsafeonline.org/business/articles/unnecessary-services/

QUESTION 28
A company is building a new datacenter next to a busy parking lot. Which of the following is the BEST strategy to
ensure wayward vehicle traffic does not interfere with datacenter operations?

A. Install security cameras
B. Utilize security guards
C. Install bollards

D. Install a mantrap

Answer: C

QUESTION 29
A technician has been asked to check on a SAN. Upon arrival, the technician notices the red LED indicator shows a
disk has failed. Which of the following should the technician do NEXT, given the disk is hot swappable?

Stop sharing the volume

Replace the disk

Shut down the SAN

Stop all connections to the volume

oo0w»
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Answer: B

QUESTION 30
Network connectivity to a server was lost when it was pulled from the rack during maintenance. Which of the following
should the server administrator use to prevent this situation in the future?

Cable management
Rail kits

A wireless connection

A power distribution unit

oow»

Answer: A

QUESTION 31
Which of the following access control methodologies can be described BEST as allowing a user the least access based
on the jobs the user needs to perform?

Scope-based
Role-based
Location-based
Rule-based

00>

Answer: B

QUESTION 32

A datacenter technician is attempting to troubleshoot a server that keeps crashing. The server runs normally for
approximately five minutes, but then it crashes. After restoring the server to operation, the same cycle repeats. The
technician confirms none of the configurations have changed, and the load on the server is steady from power-on until
the crash. Which of the following will MOST likely resolve the issue?

A. Reseating any expansion cards in the server

B. Replacing the failing hard drive

C. Reinstalling the heat sink with new thermal paste
D. Restoring the server from the latest full backup
Answer: C

QUESTION 33

A server administrator is exporting Windows system files before patching and saving them to the following location:
\\serverl\ITDept\
Which of the following is a storage protocol that the administrator is MOST likely using to save this data?

eSATA
FCoE
CIFS
SAS

00>

Answer: C

QUESTION 34

A server technician has received reports of database update errors. The technician checks the server logs and
determines the database is experiencing synchronization errors. To attempt to correct the errors, the technician should
FIRST ensure:

A. the correct firewall zone is active
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B. the latest firmware was applied
C. NTP is running on the database system
D. the correct dependencies are installed

Answer: C

QUESTION 35
A technician is connecting a Linux server to a share on a NAS. Which of the following is the MOST appropriate native
protocol to use for this task?

A. CIFS
B. FTP
C. SFTP
D. NFS

Answer: A
Explanation:
https://lwww.redhat.com/en/topics/data-storage/network-attached-storage

QUESTION 36
A USB drive has been purchased to move files between Windows, *nix, and Macintosh servers. Which of the following
filesystems is the BEST choice to ensure the drive can read and be written to by all of the servers?

ext2
FAT32
NTFS
UFS

oo0w»

Answer: B

QUESTION 37
An administrator recommends using a tower server in a small remote office. Which of the following should be added to
the server to ensure continuous server operation?

A. Surge protector
B. PDU

C. UPS

D. Ground strap
Answer: C
QUESTION 38

A systems administrator is attempting to connect via RDP to a server that is running Windows. However, the systems
administrator cannot connect to the machine via RDP to reboot it and apply updates. Which of the following methods
should be used to access the machine and perform a reboot if the server is not physically accessible?

A. ILO/IDRAC
B. TCP/IP
C. SSH/SCP
D. VNC/VPN
Answer: A
QUESTION 39

A DHCP server is configured to issue IP addresses. Client machines have successfully obtained an IP address.
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However, when testing, users are unable to browse the Internet. Which of the following might be the MOST likely
cause?

The DHCP server is unable to communicate with the DNS server.
DNS configuration on the DHCP server is missing.

The client machines are not members of the domain.

The DHCP server ran out of IP addresses.

00>

Answer: B

QUESTION 40

A user reports that a server is not accessible. A technician sees the following message on the server:
PXE server not found.

Which of the following should the technician attempt FIRST to resolve the issue?

Ensure the network cable is properly connected and reboot the server.
Eject the disk in the CD-ROM and reboot the server.

Enter the BIOS and correct the boot sequence on the server.

Power down the server and reseat the PCI cards.

00>

Answer: C
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